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Abstract
The privacy of patient information is important yet healthcare professionals are resistant to Health Information Systems,
Information Technology usage and particularly information security mechanisms. In this paper, a literature review is used to
gain knowledge about the medical and information security cultures involved. The gap between the intention to use
Information Technology and actual compliance is examined with an investigation of behavioural change agents as
Information Technology-usage motivators. Research reveals emotions as strong motivators of attitudes and behaviours. The
Coping Model of User Adaptation is reviewed together with the Appraisal Tendency Framework. Logical argumentation is
used to propose a theory that uses a behavioural change agent with the Coping Model of User Adaptation and the
Framework for Classifying Emotions (an off-shoot of the Appraisal Tendency Framework) as tools. This theory will
promote emotions that are conducive to information security obedience (or ‘good’ information security behaviour) in the 
healthcare context.
© 2013 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of 
CENTERIS/ProjMAN/HCIST.
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1. Introduction
The use of Information Technology has become prevalent within the healthcare environment which, like
other industries, involves a number of stakeholders, namely the patient, the healthcare provider, researchers and 
third-party payers.
There are security threats that are introduced through the use of an automated Health Information System
and these include unauthorised access or any failure of the information security goals and the unauthorised use
of health information applications and resources [1].
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Personal health information contained in the patient record, regardless of its form, requires adequate 
protection. Empirical, anecdotal evidence and survey results demonstrate that security incidents are increasing 
even as organisations progressively invest in technology-based solutions. These incidents are controlled 
through security measures operating within an information security management system. However, the user is 
key. The security of healthcare data does not only involve the application of technical controls and procedures. 
Healthcare professionals, as the users, are the most significant threat, who due to their ignorance or mistakes 
may jeopardize this data. They are aware of the importance of being security compliant but do not practice it 
[2]. 
The principle of patient confidentiality is accepted but not the responsibility for it [3]. In the healthcare 
environment, users do not see security as a serious issue due to the professional status of the role players [4]. 
Recent research in both Australia and the United Kingdom notes that healthcare staffs enjoy a high confidence 
level. This results in minimal scrutiny of their Health Information System usage which may expose security 
breaches through the improper use of access rights [5]. Healthcare professionals are reluctant to use a Health 
Information System and for example, a security policy directive to monthly change their password, hardens 
their attitude. This reluctance to change working processes to secure  
information is wide-spread amongst the healthcare procession [3]. The sharing of logins and passwords 
among healthcare professionals was found to be significant [6]. Access control definition is a challenge at the 
healthcare organisational and cultural level. 
Studies by Albarrak [7] and Park et al. [8] examined the state of information security management systems 
at six hospitals. The security awareness and security behaviour of hospital staff were empirically examined by 
Albarrak [7]. The level of information security based on the 11 security control measures contained in 
ISO27799 [1] at five hospitals was empirically investigated by Park at al. [8]. The results reveal that hospital 
staff pose a significant information security threat. There exists minimal security awareness and the level of 
information security management is low when compared to other professional institutions. These results 
explicate empirically the problem area. 
Healthcare personnel are generally members of professional bodies which implies a high level of 
professional trust and ethical behaviour. This type of trusting culture acts as barrier to recognizing security 
threats which results in information security not being given the prominence it requires [5]. This attitude of 
indifference towards information security results in apathetical information security behaviour by the 
healthcare profession which constitutes a challenge. 
The role of user security behaviour is increasingly recognized as a focal point in the study of information 
security compliance [9]. In 2000, it was noted that the role of user motivation and attitude in information 
security whilst recognized, was not treated seriously but subsequently there has been a shift in research attitude 
[10]. 
This research concerns itself with instilling vigorous and dynamic information security behaviour by 
healthcare professionals within their healthcare context. The focus is to improve information security behaviour 
through the use of a behavioural change agent as a motivational tool. 
This paper is organised as follows. In section 2 the research method is described. Section 3 presents the 
results of the critical literature review. Medical culture and information security behaviour are addressed. 
Examples of behaviour change agents are described. The effects of emotion on the information security 
behaviour of the healthcare professional are discussed. Finally, in section 4 the discussion, a proposed solution 
to incorporate a compliance element that promotes positive emotions toward information security behaviour is 
discussed. The paper ends with section 5, the conclusion which reviews the results, contributions for research 
and practice and suggestions for future research. 
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2. Methods 
This article is the result of an extensive, critical literature review. It was initially exploratory to gain 
understanding of the research area. The range of behavioural change agents available, their efficacy and 
relevance together with attitudes and behaviours in both the medical and information security cultures were 
examined. The literature review includes 95 articles in the search criteria health informatics; 84 articles in 
behavioural change agents; 171 in health security; 57 in security awareness and culture; 11 in medical culture; 
22 articles in trust-risk and finally, 98 dealing with standards, metrics and security reports. These provide a 
wide-ranging representation of the status quo. Logical argumentation is used to develop a hypothesis towards 
improving information security behaviour in the healthcare environment. 
3. Results 
3.1. Medical Culture 
The Hippocratic Oath, the Hippocratic Tradition and Hippocratic ethics are widely cited in a medical culture 
and are seen as a source of medical professionalism, by providing medical practice with its principles of ethical 
conduct. The Oath creates a professional identity and an outline of moral obligation [11]. 
The process of instilling professionalism includes education which provides the skills together the 
occupational identity. A cognitive map is the result of the educational and socialisation process experienced by 
the student healthcare professionals. It is a major component of the culture of each healthcare profession. 
Physicians, for example, are trained to assume responsibility and be authoritarian. They exhibit a high locus of 
control [12].  
The skill set possessed by a medical practitioner, according to Coulehan [13], is referred to as “beneficent 
arrogance” and describes a cluster of qualities such as confidence, empathetic, steadiness, guidance and 
fidelity. Self-respect and personal status are powerful motivators to be conscientious and trustworthy and 
creates peer pressure on doctors to behave ethically [14]. 
3.2. Information security behaviour 
There is discordance between an information security culture and the medical culture. There appears to be a 
lack of understanding about the importance of security [3]. It is pertinent to understand an information security 
culture and its antecedent, information security behaviour. 
Information security behaviour is viewed from a variety of perspectives. It is seen by many authors as a 
function of organisational culture which is extended, by a variety of interventions, to become an information 
security culture [15,16]. Currently, there are few studies on user information security behaviour. 
Information security behaviour is seen by Da Veiga and Eloff [17] as a function of the information security 
components implemented as a suite of security controls to achieve security. These security components 
influence the users who exhibit information security behaviour. This security behaviour evolves and becomes 
the de facto organisational behaviour which cultivates an information security culture. There exists a reciprocal 
relationship between behaviour and culture.  
Academic research studies typically address the deterrence and punishment factors of controlling user 
security behaviour. Others address establishing an Information Security Awareness culture by changing the 
organisational culture using learning, training or knowledge [16] or with strengthening it through the 
Information Security Policy. 
The goal of information security is the protection of the integrity and privacy of patient data. This is 
achieved through compliance with a security management program where the security countermeasures at the 
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user level, include access and authentication procedures and adherence to security policies. Examples of 
research exist which examine the factors that motivate or hinder information security behaviour compliance 
[2,18,19,15,20,21].  
 
3.3. Behavioural change agents 
The role of human behaviour is increasingly recognised as a focal point in the study of information security 
compliance [9]. Behaviour interventions, according to Workman et al. [21], involve punishment, instruction on 
situational ethics and raising security awareness. Intervention theories are designed to improve adherence but 
few specifically describe the processes involved. Non-adherence has serious human, economic and social costs. 
Compliance or adherence is seen as complex and dynamic phenomenon [22]. A variety of health behaviour 
theories that contribute to adherence to long-term medication treatments are discussed by Munro et al. [22]. In 
this research, the area of focus is the long-term adherence to an information security program. The analogy 
between the two foci is not dissimilar. Good health, in a disease condition, results from the long-term 
adherence to a regimen of treatment. Effective information security, in a vulnerable system, results from long-
term adherence to the use of security measures within an information security management program. 
There are various perspectives related to ‘adherence’ theories. Behavioural Learning Theory focuses on the 
environment and the teaching of skills to manage adherence; the cognitive perspective includes the Health 
Belief Model, theories of planned behaviour and reasoned action, and Protection Motivation theory which 
focus on cognitive variables and assume that attitudes and beliefs are the major determinants of behavior [22].  
Social Cognitive Theory may be the most comprehensive theory of behaviour change to date. It posits a 
multifaceted causal structure to human motivation. Its behaviour changing principle is one of reciprocal 
determinism during which there is a continuous, dynamic interaction between the individual, the environment 
and the behaviour [22]. 
Information quality, threat appraisal and facilitating conditions have a positive effect on attitude towards 
compliance, while sanctions and rewards had little effect. User attitude towards compliance is formed when 
compliance-related consequences are considered [20]. 
A few examples of behavioural change agent and information security studies are presented to clarify their 
use. An empirical study into rational-based beliefs and Information Security Awareness was conducted [2]. 
User attitude is traced towards Information Security Policy compliance which reveals a set of compliance-
related beliefs rooted in rational choice theory. User beliefs’ about the consequences and outcome of 
Information Technology use and the role of Information Security Awareness were examined empirically using 
both theory of planned behaviour and rational choice theory. The results established that compliance attitude is 
traceable back to cognitive beliefs. 
Changes in the beliefs and attitudes of users towards Information Technology, over time, were examined. 
The expectation-disconfirmation theory and technology acceptance model were used. Empirical data was 
collected during a longitudinal study. It revealed that beliefs, attitudes and perceptions fluctuate. The creation 
of a positive user experience creates positive beliefs and attitudes toward Information Technology use [23]. 
Intention-based models have been used extensively in Information Technology-usage research. Intention is 
viewed as a predictor of behaviour, however, empirical evidence revealed that intention does not affect 
behaviour as expected [2,24]. This ‘intention-gap’ is defined as the inconsistency between the intention of the 
user and their actual behaviour [25]. The cause of this ‘intention-gap’ is germane to discovering why 
Information Security Policy and Information Security Awareness programs are ineffective. 
The Coping Model of User Adaptation is proposed. Its premise is that an Information Technology event, 
such as an Information Technology introduction or modification, causes disruptive organisational changes. 
Coping deals with the adaptation acts that a user performs in response to disruptive events that occur in his/her 
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environment. It is further defined as the “cognitive and behaviour efforts extended to manage internal/external 
demands that are appraised as taxing or exceeding the resources of the person’ [24].  
The definition of user adaptation as coping permits the study of a wide range of user responses such as how 
they modify their tasks, reinvent, modify or resist the technology. The coping process involves the user dealing 
with disruptions by using two sub-processes that continuously influence each other. During the Primary 
Appraisal, the user evaluates the potential consequences of an event; assesses its nature, personal importance 
and relevance. During the Secondary Appraisal, the users while assessing the importance of an event evaluate 
their level of control and what coping resources are available to them. There are three periods in which the 
coping process occurs, namely the anticipation period, the impact period as the event occurs and the post-
impact period [24]. 
Users employ different coping efforts to deal with the situation at hand. They rely on a combination of 
cognitive and behavioural efforts which are categorized as either problem or emotion-focused. Cognitive 
efforts such as acceptance or distancing aim at altering the subjective meaning of the event. Behavioural efforts 
such as seeking additional information or confronting individuals aim at altering the situation. Problem-focused 
coping aims at managing the disruptive event itself. Emotion-focused coping aims to change the perception of 
the situation for the user [24]. 
Studies, according to Beaudry and Pinsonneault [26] on reviewing extant literature, focus on the impact 
period when user perceptions are based on features of the Information Technology event. Users assess the 
Information Technology event as either a threat or an opportunity and they evaluate how they can adapt by 
changing their work, behaviour or the technology itself. Evidence indicates that a general emotion such as 
anxiety, playfulness or excitement towards computers influences their attitudes. 
The research of Beaudry and Pinsonneault [24] was extended and they concluded that emotions are powerful 
in influencing both beliefs and attitudes whilst guiding the actions of users. The Appraisal Tendency 
Framework posits that each emotion carries motivational properties and that emotions during the anticipation 
period effect user attitudes, beliefs and usage patterns. Emotions have lasting effects on judgement, decision-
making and behaviour. 
The need for a framework was identified which both predicts the occurrence of emotions and explains their 
consequences on Information Technology-usage. The Coping Model of User Adaptation and emotion appraisal 
theories were used to develop a framework, which classifies emotions, as a new and complementary approach 
to existing cognitive-based models of acceptance to predict user acceptance. The reactions of users to 
Information Technology events are determined by their assessment through the Primary Appraisal and 
Secondary Appraisal. These two dimensions are combined in the Framework for Classifying Emotions to group 
emotions into four distinct groups [24].  
The Coping Model of User Adaptation and Framework for Classifying Emotions of Beaudry and 
Pinsonneault, Beaudry and Pinsonneault [26,24] are of particular interest to this research. They provide a 
means, through coping, for the user to exercise a variety of responses or behaviours towards an Information 
Technology event. The Framework for Classifying Emotions offers an additional level of Information 
Technology-usage motivation through emotions which form judgements, attitudes and beliefs. These concepts 
can be utilised in information security behaviour. 
The user, in Primary Appraisal, determines whether the Information Technology event constitutes an 
opportunity or threat. During the Secondary Appraisal, the user assesses the degree of control he/she has over 
the expected consequence of a given event. The two dimensions are combined to create four classes of 
emotions labelled Loss, Deterrence, Challenge and Achievement as illustrated in Figure 1. Appraisal Tendency 
Framework and emotion theories suggest that emotions from different classes lead to different adaptation 
behaviours and influence goal behaviours differently. It is not the Information Technology event or artefact that 
triggers the emotions but the “unique psychological and evaluative assessment” by the user [26]. The effect of 
the four quadrants of the Framework for Classifying Emotions is examined. 
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Figure 1 – A Framework for classifying Emotions – Source: [26]  
3.4. The effect of emotion on the information security behavior of the healthcare professional 
It is beyond the scope of this forum to discuss the effects of the four emotion classes in detail. Therefore, a 
degree of summarization is necessary. The class of Loss Emotions, such as anger… disgust, reflect the 
Information Technology event being viewed as a threat and there is perceived lack of control about its 
outcomes. 
Loss Emotions have both direct and indirect effects on Information Technology use which lead to a variety 
of behaviours, such as confrontation, ‘software-bitching’, venting or defensive mechanisms. Social support is 
regarded as a turnaround mechanism. It acts as an assistance mechanism and the situation is re-assessed as less 
threatening and there is an increase in locus of control by the use [26]. 
The class of Deterrence Emotions, such as anxiety… distress, reflect the Information Technology event 
being viewed as a threat but the user feels some control over its consequences. There exist both direct and 
indirect effects which result in behaviours such as psychological distancing and exit strategies. Social support is 
again viewed as a turnaround mechanism [26]. 
The class of Challenge emotions, such as excitement… flow, reflect the Information Technology event 
being viewed as an opportunity and over which the user has a degree of control. Challenge emotions, such as 
excitement, present both direct and indirect effects. These motivate behaviours such as exploration which drive 
goal achievement. Cognitive absorption, involving both playfulness and flow, motivates Information 
Technology use through ‘ease of use’. Excitement is a trigger for task adaptation which results in a better fit 
and compatibility between the technology and a task [26]. 
The classes of Achievement emotions, such as happiness… enjoyment, reflect the Information Technology 
event being viewed as constructive with positive outcomes. Achievement emotions have both direct and 
indirect effects which motivate behaviour. Happiness is associated with a desire to benefit from but not exploit 
a situation. It is not seen as a motivator because the user is satisfied with the situation [26]. 
There is scarce empirical research regarding information security behaviour within the healthcare 
profession, therefore, a degree of speculation is necessary. The research by Lapointe and Rivard [27] does not 
deal with information security per se but conducts research into the resistance experienced from the healthcare 
profession to the implementation of electronic medical record systems. This resistance highlights the need to 
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address the issues that prevent the implementation of Health Information System and their security. A means of 
motivating secure behaviour is needed. 
Table 1 presents the chain of resistance events as evidenced by Lapointe and Rivard  [27] during their 
longitudinal case study. These are linked to their relative Emotion Quadrant, according to Beaudry and 
Pinsonneault [26], to illustrate the direct and indirect effects of emotions on the levels of resistance exhibited 
by the participants. Both texts were analysed by this author to generate Table 1. 
Table 1 - Resistance Behaviour to Emotion Quadrant 
Phases Resistance Behaviours Perceived Threat/ 
Benefit 
Quadrant / Effect Emotion 
Case Study 1   Deterrence / Loss  
Apathy Inaction / Lack of 
interest 
Organisation of work / 
economic well-being 
Direct Effect 
 
Anxiety 
Passive resistance Refusal to accept 
responsibility 
 Direct Effect Psychological 
distancing 
Active resistance Formation of coalitions Status as professional Direct Effect Anxiety 
Aggressive resistance Rebellion Loss of power Indirect Effect Seeking social support 
Case Study 2   Loss / Deterrence  
Passive resistance Humour Organisation of work Direct Effect Anger 
Active resistance Voicing dissatisfaction / 
Formation of coalitions 
Ability to deliver care Direct Effect 
Indirect Effect 
Fear / Venting 
Seeking social support 
Case Study 3   Loss / Deterrence 
Challenge 
 
Active resistance Voicing opposite views 
 
Infighting 
Organisation of work / 
economic well-being 
Direct Effect 
 
Direct Effect 
Anger 
 
Anger 
Active / Aggressive 
Resistance 
Threats / Formulation of 
coalitions 
Loss of power – nurses / 
administration 
Indirect Effect Seeking social support 
Aggressive Resistance Rebellion and 
subversion 
Ability to deliver care Direct Effect Anger 
Acceptance Approval by nurses Ability to deliver care Direct Effect Excitement 
 
The Lapointe and Rivard [27] study revealed that initially apathy, passive resistance and mild active 
resistance were exhibited. During the later phases, active resistance behaviour was observed through the 
formation of coalitions. During the final stages, aggressive resistance behaviours were exhibited by physicians 
threatening to resign and nursing staff rebelling. It was noted that the level of perceived threat influenced the 
degree of resistance behaviour and that resistance is dynamic and relates to where the threat is perceived to 
originate from. Initially, the trigger was the Information Technology event which transferred during the case 
studies to the nursing staff or hospital administration as sponsors of the systems.  
It is apparent from Table 1 that strong motivators of resistance were evidenced when the locus of power 
changed and when the ability to deliver healthcare appeared compromised. This is in alignment with the 
research of Hall [12] that self-respect and personal status are powerful motivators and create peer pressure on 
doctors to behave ethically. 
Infighting, protests and rebellion reflected the strongest resistance behaviours. These occurred because the 
physicians were angered by the threat to their power in favour of the nursing staff or hospital administration. 
The nursing staff, however, perceived the Information Technology event as a Challenge with the positive 
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emotion, excitement. It is interesting to note that in all the case studies where the Information Technology 
event was perceived as threatening, the turnaround mechanism of social support was both sought and used as 
exhibited by the formation of coalitions. This is interesting from the viewpoint of  Hall [12] who reports that 
the medical professional culture often presents barriers to teamwork due to the silo mentality of each healthcare 
profession. The perceived threats were sufficient for this silo mentality to be discarded and coalitions formed. 
This is in alignment with Beaudry and Pinsonneault [26] who maintain that indirect Loss or Deterrence 
emotions causes users to seek social support despite their perceived personal status. 
Emotions act upon the individual user behaviour when confronted with specific information security 
requisites. Their reaction becomes the social norm which evidences itself as the group behavior reported in the 
Lapointe and Rivard [27] study. The study by Posey at al. [28] investigates the effect of increased security 
measures and its results are generalized to the healthcare profession. The implementation of auditing 
procedures, as proposed in Posey et al. [28], may induce the Loss emotion of disappointment because the user 
perceives that the security measure conveys a lack of trust. This affects the motivation of the user to behave in 
an information security beneficial manner. Security computer self-efficacy, the capability of the user to use the 
security measures, is regarded as an important information security behaviour motivator [29]. The 
implementation of complicated and time-consuming authentication security measures may negatively affect the 
users’ perceived security computer self-efficacy and cause the Deterrence emotion of anxiety [27]. This may 
result in increased resistance to and avoidance of using the security measure [29]. There exists a trade-off 
between the usability of an information system and its information security mechanisms [30]. Complicated 
access control procedures may cause the Loss emotion of frustration. The security measure is viewed as time-
consuming and affects the operational performance of the user which may cause its avoidance. These examples 
further highlight the importance of the effect of emotions on information security behaviour. 
 
4. Discussion 
This author proposes that a neglected element in information security behaviour is the emotions engendered 
by Information Technology use, in particular, the security-related event. These are not acknowledged and 
therefore, deemed to have an insignificant effect. However, the research of Beaudry and Pinsonneault [26] and 
the case studies presented by Lapointe and Rivard [27] negate this viewpoint. This motivates the proposed 
solution. 
Emotion-focused coping aims to change the perception of the situation by the user [24]. Each emotion 
carries a motivational property that affects user attitudes, beliefs and usage patterns that remain profound. 
Users employ different coping efforts to deal with the situation at hand. 
There is a need to improve information security behaviour within the healthcare context as exemplified by 
their indifference to security threats and security controls, together with their reported hostility to Information 
Technology-usage.  
Research has shown that current Information Security Awareness and Information Security Policy programs 
are not wholly effective. Positive attitudes towards information security need to be stimulated. It is proposed 
that information security awareness or compliance programs use a behavioural change agent such as Social 
Cognitive Theory combined with the Coping Model of User Adaptation and the Framework for Classifying 
Emotions as tools, to promote positive attitudes towards compliant behaviour and particularly information 
security compliant behaviour. 
It is acknowledged that emotions both affect and cause behaviours, therefore, the engendering of a specific 
emotion will motivate certain behaviour. Table 2 presents an information security control mechanism as an 
example. 
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Table 2 – Resistance Behaviour and Emotion Quadrant of an Information Security Control Mechanism 
Phases Resistance Behaviours Perceived Threat/Benefit Quadrant Emotion 
Example 1 – Implementation of Information 
Security Control Mechanism – Login 
Authentication 
 Deterrence / Loss 
Challenge / 
Achievement 
 
Apathy Inaction / Lack of interest Organisation of work Direct Effect  Anxiety 
Passive 
resistance 
Refusal to accept 
responsibility 
Loss of power Direct Effect Dissatisfaction 
Active resistance   Indirect Effect Seeking social 
support 
Compliance  Information Security Awareness / 
Information Security Policy 
programme 
Direct Effect Excitement / 
Satisfaction 
 
The Information Technology event of user authentication through a security control is already seen to be 
onerous to healthcare professionals as noted by Cruz-Correia [6] and Gaunt [3]. The Login Authentication is 
met with apathy, active and passive resistance by the users which are expressed as a lack of interest and a 
refusal to accept responsibility for information security. The users present both Loss and Deterrence emotions 
such as dissatisfaction because the security control requires a task adaptation and may be time consuming. This 
may cause anxiety about task performance. It may be perceived as a threat to their power because it appears to 
be a clerical task. They may perceive a loss of control because their work process is affected by the new 
Information Technology event. 
A Compliance phase is included. This occurs when the Information Security Awareness and Information 
Security Policy programs are implemented and the motivation for and necessity of security controls are 
explained. This complements the turnaround mechanism of seeking social support. Challenge and Achievement 
emotions will result. Excitement drives goal achievement behaviours. The users perceive an increased sense of 
control due to the protection offered by the Login Authentication. The users can achieve the necessary 
information security goals which improve their ability to provide quality care. This motivates satisfaction with 
the Information Technology event. These are positive emotions and extant research acknowledges that positive 
user experiences promotes compliance. 
5. Conclusion 
It is apparent that emotions cause attitudes and behaviours, therefore, an effective means to improve 
information security behaviour is to design and present Information Security Awareness and Information 
Security Awareness programs, which aim to ensure compliance, in a manner that motivates positive emotions 
ensuring their acceptance. The proposed solution is to engender information security compliance behaviour 
using a behavioural change agent combined with the Coping Model of User Adaptation and Framework for 
Classifying Emotions as a tool. These elements will be included as mechanisms in the information security 
compliance programs. The goal is positive emotions such as those in the Acheivement Quadrant. In reality, it 
may be the use of the indirect effect of Loss/Deterrence emotions in the turnaround mechanism of seeking 
social support. This may be a useful starting point to introduce Information Security Awareness and 
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Information Security Policy programmes to reform attitudes towards the Information Technology event. This 
will be the subject of future research. 
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